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MEMORANDUM FOR: 
FROM ; 

SUBJECT: 
REFERENCE : 


Director of Contra! Intelligence 
John P. Blake 

Doputy Director for Administration 

Security of Codeword Materials (tf) 

DCI Memo dtd 2 June 77, same subject 
(ER-77-7344/2) 


(U) Action Requested : None; for information 
only in response to your request for more information 
securit y of sensitive cospartmented information 
(SCI), most often referred to as ’’codeword'’ material. 


Pursuant to your instructions, 
the Office of^icurity^ checked with codeword control 
officers at State, ERDA, OIA, Air Force, Navy and NSA 
on the methods of handling codeword material internally. 


(u) These inquiries developed information 
indicating that the procedures of handling TOP SECRET/ 
collateral versus codeword materials are relatively 
uniform throughout the community. The attached substantial 
accounts of the comments of officers of other agencies 
reflect that : 


a. TOP SICRET/collateral controls 
invariably involve more complicated record- 
keeping and receipting procedures. 

b. There is less TOP SECRET/collateral 
than codeword material in all agencies queried. 
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c. Codeword procedures are structured 
to provide an overall system for maintaining 
material in accredited repositories, available 
only to approved persons. 


d. Because of the relatively larger 
voluae of codeword material, the application 
of TOP SECRET/col lateral receipting and 
inventory procedures would require considerable 
additional resources. 


e. None of the officers queried believes 
that codeword procedures are being used to 
avoid TOP SECRET/ collateral stringency. Some 
lelt such a move could be counterproductive, 
in that it would preclude dissemination to 
those not holding codeword approvals. 

f. Host of those queried thought that 
codeword materials are afforded a degree of 
security which, although achieved in a different 
manner, is not inferior to that provided for 
TOP SECRET/collateral . 


g. Relatively few documents can qualify 
intrinsically for collateral TOP SECRET classifi- 
cation, as defined by £.0. 11652. Many documents, 
on the other hand, require coapartaentation to 
protect sensitive aspects of technical systems 
for intelligence collection. 


,, The consensus of those queried appears to be 

that codeword material, because of its intrinsic nature, 
as well as its volume, is not actually in need of nor 

^ individualised handling afforded 

TOP SECRET/collateral. Thus the current situation results 
not from coincidence , but from considerations of practical it) 
need, and the differences in two valid approaches to securit) 

(C) In the codeword systems, adherence to BCIB 1/14 
clearance criteria, despite variations In ageney-hy-ageacy 
applications, results in a relatively uniform test of trust- 
worthiness. Those granted approval for access to codeword 
information have all net criteria which are more uniform 


Approved For Release 2002/0|/08 : CIA-RDP80-00473A000700020002-5 



Approved For Release 2C 


)P80-00473A000700020002-5 


r v ?f iea * k®* d * a* departments 
mt access to TOP SECftBT/cellateral . All holders of 

* OT i ? od ® w * rd information hare undergone 

theSU.iSLlH TOP SjCtBT-cleared peraoanei. For example, 

I g J* n ** T0P SSCRBT/collateral 

SlUeJviei 11 ^^ k * Y * had *« honor- 

2 *LIJ! ViC *S n national Agency Check. In these cases 

i## fea f k<trouad investigation Is conducted. There is, in 

* ®; re r *tioaal basis for interchangeability , for 

b^IuiftW / r« a tf S J* Cy o£ aaoth#r ’ 3 codeword clearance, 
because they result from a common . DC1 -prescribed standard. 

been ri# 4 *°? ' th< * »«® d ;* te»know consideration has 

TOP * ft Rer f 1 v * y? ln th ® codeword systems. 

?:i? £ L h ff ay * iad Applications, and the sole criterion 
lS f l ud **! nt » by tb ® ioW*r the infer 
for it * t »hn ' Aad ®® d * have an official need 

rat stil^i » 2 i* 4 ln !^ l<lu 2 i n *® d ' to ‘ know deteraination 

SL ia th * code *° rd *y*teas for specific items 
l i n n «#a? e < Access approval gives assurance that the 
aoldsi has an official need for at least the generic ctttfnrv 
of data held in the system. S ® riC category 

is i* Prefer©, a far greater centralization 

the TQP in ,5 he co d «vord systems than in 

tso top SECRET/ collateral world. The severe receipting 

4 * 2 r#e e *faJ%h£ r iI?v Sf^T/collaterel coapensato, to some 
:?* 5 h “j 1 f c3t , of homogeneity. It forces a documents- 
?*?«£„ 51l used- to -know deterainatlon each and every time 

of iSfSJ^tiJ^US®? cod<wor f *y*te»s deal with massive amounts 
JLe jsd i^ arge auabers of people, all subject to the 

J f* 4 handling procedures , there appears 

2e*!L« l£ * ^? r A ® 38 Tornalized need- to -know trans- 

15 r ?f*I 4 £e l * diYi ***l documents. In 

23.213 11 th ® 3 ® Pollod, the formalization of individual 

r ? Ceipt i Uf * ouU r ®* ult ia 8 serious , if net 
Jheloss , there was unanimous 
J; h ?S th £ is , n f indication that the codeword 

>- P * T ’ 0n ’ *” kUl! M Wia 70t SECRET / 
/*/ John F- Blake 


John F. Slake 
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COMMENTS BY COMMUNITY CONTROL OFFICERS 
rr7URFTTiT7 


(C) DIA - TOP SECRET documents are receipted for each time 
they change hands. Codeword documents are logged out and 
logged in when sent from one control center to another. 

Neither is raore important, and neither is more stringently 
controlled. TOP SECRET deals with document security, while 
codeword deals with personnel security, in that documents 
remain in accredited centers, accessible only by approved 
personnel. Codeword uses a total system for protection. 

TOP SECRET has no similar system, thus must rely upon 
receipts for accountability and control. 

(C) STATE - There is a very elaborate apparatus for controlling 
TOP SECRET documents in the State Department, involving cover 
sheets, receipts each time documents are exchanged, etc. 
Nevertheless, TOP SECRET material is kept throughout the 
building with no traffic controls or other safeguards. Code- 
word documents are kept in controlled areas and disseminated 
only to authorised personnel. Codeword material probably has 
better security, because there is greater personnel security 
and need- to- know emphasis. 

(C) As to using codeword controls to avoid more elaborate 
TS procedures, it probably doesn’t happen because codeword 
controls limit circulation. In State Department codeword 
channels are used only when they can’t be avoided. 

(C) The two controls are based upon different criteria: 

TOP SECRET documents typically are classified solely on the 
basis of their content, and rarely does a document meet the 
E.O. 11652 requirements for TS classification on that basis. 
Codeword documents are compartmented to provide extraordinary 
protection to technical collection systems - the souree of 
the document’s content, not the substance. 


j 1 ^ ti ^ t t-J. li M 
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(€} USAF - The handling of TOP SECRET is more stringent 

than for codeword. We'd strangle if we had to use the same 

procedures for codeword - receipts at each exchange, 
physical inventory every six months, etc. The control 
procedures make it difficult to disseminate and work with 
the material, and probably have led to a decrease in the 
amount of TS material in DOC. 

(C) Compartmentation procedures make codeword material 
comparatively easy to work with. Often, the only time TS 
documents come out of the safe is for the semiannual Inventory. 
It is not likely that anyone is placing documents in codeword 
channels to avoid TS procedures, because the material has to 
be associated with the system in order to qualify for compart- 
mentation. 

(C) NAVY - There is a rigid receipting system for TOP SECRET, 
requiring *i receipt each time a document changes hands , even 
though both parties may be in the same office. This is not 
done with SCI material, and would be impracticable because 
of the comparatively larger volume of material in codeword 
channels. The TOP SECRET system provides for accountability, 
in approved safes anywhere in the building, while codeword is 
restricted to accredited areas, populated by approved personnel. 
The actual security provided both types of material is about 
equal, but the approach is different. It is not believed 
that codeword channels are being used Illicitly to avoid the 
more rigid TOP SECRET requirements. 

(C) EPJ3A - ERDA’ s TOP SECRET control is probably tighter 
than "that of most other agencies, but codeword control is just 
as good. There is no substantial difference in the security, 
afforded each, although the record-keeping for TS is more 
burdensome. There is not as great a disparity in the volume 
of TS and codeword material in ERDA as compared to POD. for 
example. EEDA is taking steps to eliminate Its TS holdings, 
and there are no TS documents remaining at the Savannah River 
Project. There is no evidence that anyone is deliberately 
using codeword channels to avoid TS procedures. 
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(G) NSA - TOP SECRET documents are receipted constantly 
and are physically inventoried every six months* This 
probably provides more security than that afforded code- 
word documents , but the same cculdn*t be done with code- 
word documents because of the comparative volume of 
material. There is so indication that anyone is using 
codeword channels to avoid TOP SECRET procedures. 
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% JUN 1977 


MEMORANDUM FOR: Deputy Director for Administration 
FR0M: Director of Central Intelligence 

SUBJECT: Security of Codeword Materials 


!■ 1 have read your memorandum on the security of codeword 

materials. I am really not persuaded that it is a coincidence 
that we have very few Top Secret documents under our control but 
many, many codeword/Secret documents. 

2. Beyond that it seems inconsistent to me that we handle 
codeword material with less control than Top Secret. I know 
that this is not the case in some of the other agencies of 
government. 

3. I would appreciate your checking with some of the 
principa! agencies like State, ER DA, Army, Navy, Air Force, DOD, 

NSA and NRO, and developing a comparison of the methods of handlinq 
codeword material internally. 


25X1 A 



\ 


Approved For 


E2-IMPDET 
CL BY 

I0-00473A0007000200023 

OS 


25X1 A 







Approved For Release 2002/01/08 : CIA-RDP80-00473A000700020002-5 


r,; •vcv'. i -' 


Hive r.-'C 
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4 MAY 1977 


MEMORANDUM FOR: 
FROM:: 


SUBJECT: 


Director of Central Intelligence 
John F. Blake 

Deputy Director for Administration 
Classification 


REFERENCE: 


Memorandum from DCI dated 25 April 1977, same 
subject (ER 77-7344) 


1. Action Requested : None. This memorandum is submitted in 
response to your request for comments on the handling of Top Secret 
material. 


2. Background : Agency procedures for handling noncompartmented 
Top Secret material are consistent with the requirements established 
by Executive Order 11652 and its implementing National Security 
Council Directive. It is true that the procedures for handling 
CODEWORD material, i.e. , sensitive compartmented information, are 
less complex in terms of transmittal and receipting than those for 
Top Eiecret documents without compartmented controls. 

In CIA the volume of noncompartmented Top Secret material 
represents a relatively small percentage of the total volume of 
classified material, therefore, no significant problems exist in 
adhering to the letter of Executive Order 11652 requirements. 

On the other hand, CODEWORD material i.e., sensitive compart- 
mented information, represents a large percentage of the total volume 
of Agency material and generally requires rapid dissemination to a 
large audience. Imposition of receipting requirements as strict as 
those that apply for noncompartmented Top Secret material would 
seriously inhibit such rapid dissemination. 

The Office of Security has no evidence that CODEWORD designations 
i.e., compartmented channels, are being used to avoid the stricter 
dissemination and receipting procedures of the Top Secret control 
system. Further, it would not appear to be a logical alternative, 
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since fraudulent and unnecessary application of CODEWORD control 
on a document would limit its dissemination within the Agency, where 

all staff employees hold Top Secret clearances but not all are approved 
for compartmented access. approved 

The appropriate regulations governing the handling of both 
noncompartmented Top Secret material and CODEWORD material i e 
sensitive compartmented information, are regularly under review’ * 
SEJS™* rec l uire f len ^. that every reader of a Top Secret document 
Agency 16 ^* 6 aCCeSS by hls si § nature is currently under review by the 

n lnrS that . a dian § e in Agency or community comp artmentat ion 

procedures m this area is necessary or desirable at this time. 



STATINTL 


John F. Blake 


Distribution: 

Orig - addressee 
1 - DDCI 
1 - ER 


1 / 
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DD/A Registr: 

2 5 APR 1977 


MEMORANDUM FOR: DDA 

Director of Central Intelligence , ■< 

SUBJECT: Classification 

I understand that the procedures for handling CODEWORD 
material with regard to signatures, -etc.’, are less complex than 
for handling TOP SECRET. Thus, many of our people use CODEWORD 
classification where it is not needed in order to take the easy 
route. Would you check on this and let me know if we should 
change our regulations. If so, should such a change apply to 
the Community as well. 

STATINTL 

cc D/DCI/IC 
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MEMORANDUM FOR: 
FROM: 

SUBJECT: 


Deputy Director for Administration 
Director of Central Intelligence 
Security of Codeword Materials 


1. I have read your memorandum ori the security of codeword 
materials. I am really not persuaded that it is a coincidence 
that we have very few Top Secret documents under our control but 
many, many codeword/Secret documents. 

2. Beyond that it seems inconsistent to me that we handle 
codeword material with less control than Top Secret. I know 
that this is not the case in some of the other agencies of 
government. 

3. I would appreciate your checking with some of the 
principal agencies like State, ERDA, Army, Navy, Air Force, DOD, 

NSA and NRO, and developing a comparison of the methods of handling 
codeword material internally. 
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2 5 APR 1977 


MEMORANDUM FOR: DDA 

FR0M: Director of Central Intelligence 

SUBJECT: Classification 

I understand that the procedures for handling CODEWORD 
material with regard to signatures, -etc. , are less complex than 
for handling TOP SECRET. Thus, many of our people use CODEWORD 
classification where it is not needed in order to take the easy 
route. Would you check on this and let me know if we should 
change our regulations. If so, should such a change apply to 
the Community as well. 

STATINTL 

cc D/DCI/IC 



Approved 
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4 MAY 1977 


MEMORANDUM FOR: Director of Central Intelligence 

FROM: Jolm F. Blake 

Deputy Director for Administration 

SUBJECT: Classification 

REFERENCE : Memorandum from DCI dated 25 April 1977 same 

subject (ER 77-7344) 


1* Action Requested : None. This memorandum is submitted in 
response to your request for comments on the handling of Top Secret 
material. 

2. Background : Agency procedures for handling noncompartmented 
Top Secret material are consistent with the requirements established 
by Executive Order 11652 and its implementing National Security 
Council Directive. . It is true that the procedures for handling 
CODEWORD material, i.e., sensitive comp artmen ted informat ion, are 
less complex in terms of transmittal and receipting than those for 
Top Secret documents without compartmented controls. 

In CIA the volume of noncompartmented Top Secret material 
represents a relatively small percentage of the total volume of 
classified material, therefore, no significant problems exist in 
adhering to the letter of Executive Order 11652 requirements. 

On the other hand, CODEWORD material i.e., sensitive compart- 
mented information, represents a large percentage of the total volume 
of Agency material and generally requires rapid dissemination to a 
large audience. Imposition of receipting requirements as strict as 
those that apply for noncompartmented Top Secret material would 
seriously inhibit such rapid dissemination. 

The Office of Security has no evidence that CODEWORD designations 
i.e., compartmented channels, are being used to avoid the stricter 
dissemination and receipting procedures of the Top Secret control 
system. Further, it would not appear to be a logical alternative. 
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The appropriate regulations governing the handling of both 
noncompartmented Top Secret material and CODEWORD material i e 
sensitive compartmented information, are regularly under review’" 

The current requirement that every reader of a Top Secret document 
acknowledge access by his signature is currently Snde? revSTy the 

procedures M necefsa^ 


/B/ fnhr > F. Blake 
John F. Blalce 
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E 9 APR 1977 


MEMORANDUM FOR: 
FROM: 


SUBJECT: 


Acting Executive Officer to the DDA 

cur ty 

Classification 


REFERENCE: 


Memorandum from DCI dated 25 April 1977 
same subject (ER 77-7344; DDA 77-2309) ’ 


. !• Action Requested : None. Thi 
submitted m response to your request 
issue raised in reference. 


s memorandum is 
for comments on the 


, 2 ‘ Basic Data: There is no doubt that certain pro- 

cedures associated with the handling of CODEWORD material 

to'?™;-^, i 1VS 5 om P artme nted information) with respect 

than those for TOP SFrRS 1 ^ 2 rec l uirei ? e n t s are less complex 
controls? * T0P SECRET documents without compartmented 


. Noncompartmented TOP SECRET material, relatively 
speaking, represents a small percentage of the totalvolLe 

<?iirh Sen +' y ? lassifled material. The requirements for handling 
uch material are consistent with those established by 
xecutive Order 11652 and its implementing National Security 
Councii Directive Because of the relatively low volume 7 

significant problems exist in adhering to the letter of 
these requirements. letter or 

informs tinS D n!? 0 ?i ma P® ria d» ]- e -> sensitive compartmented 
mtormation, on the other hand represents a relatively large 

percentage of the total volume of Agency material and g 

involves rapid dissemination of material to a relatively 

strict^^wl I m P° sit i°n of receipting requirements as 
xict as tnose that apply for noncompartmented TOP SECRET 
material would seriously inhibit such rapid dissemination. 
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The Office of Security has no evidence whatsoever 
that CODEWORD designation, i.e., compartmented channels, 
is being used to avoid the somewhat stricter dissemination 
and receipting procedures of the TOP SECRET control system. 
Further, it would not appear to be a logical avenue, since 
fraudulent and unnecessary application of CODEWORD control 
on a document would limit its dissemination within the 
Agency., where all staff employees hold TOP SECRET clearances 
but not all are approved for compartmented access. 

The appropriate regulations governing the handling 
of both noncompartmented TOP SECRET material and CODEWORD 
material, i.e., sensitive compartmented information, are 
regularly under review. The current requirement that each 
and every reader of a TOP SECRET document acknowledge by 
signature his access thereto is currently under review by 
the Agency. However, a decision on this issue as to the 
need for change is being examined in the light of overall 
TOP SECRET control system procedures and in our view should 
not be based on a premise which we have been unable to 
validate, vizi, that current TOP SECRET control receipting 
procedures are being evaded by use of the CODEWORD control 
systems . 


We do not feel that a change in Agency or community STATINTL 
compartmentation procedures in this area is necessary or 
desirable. 
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ER Check of 5/11. 

DDA 77-2496 to DC I on 5/6/77. 
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